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EVALUATION

The value and significance of this work is that it presents a full
spectrum analysis of performance assessment techniques for the digital
DCS derived from the DCA requirements base. Three promising techniques
are strongly recommended for further development and verification under
the development phase of this contract. These are: (1) Adaptive channel
estimation; (2) Digital hybrid (sequential/signature) fault detection/
isolation; and (3) irending for prediction. Outputs of this development
effort will be applied to the ESD ATEC prediction program and related

DCA/DCS System Control requirements.

This effort supports thrust R4A "Network Management Control",
Subthrust "System Control and TPO IV", "Communications for Command and

Control”.

C\honfaa .
CHARLES N. MEYER
Project Engineer
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SECTION I
INTRODUCTION 5

GIE Sylvania, Eastern Division, is pleased to sulmit this final report
for the Automated Performance Monitoring and Assessment for DCS Digital Sys-
tems Program (also referred to as the Wideband Digital CPMAS Study). This :
study was performed for the Rome Air Development Center under Contract
F30602-76-C-0433 during the six (6) month period November, 1976 to April, 1977.
The analyses, results, and concﬁs;_ﬁns contained herein are in accordance with
the objectives of the Statement of Work tasks and address the requirements,
benefits, altermatives, and implementation of CPMAS for DCS digital trans-
mission systems.

The Wideband Digital CPMAS study program is outlined in Figure 1-1.
During the study DCS Digital Transmission System equipments and system re-
quirements were analyzed to determine wideband digital CPMAS requirements.
Based upon these CPMAS requirements, design alternatives for the Wideband
Digital CPMAS were defined and evaluated to derive a recommended CPMAS approach.
Results of the study included: (1) Recammendations for inclusion in the ATEC
speéification, (2) A feasibility evaluation/demonstration plan for evaluating
selected portions of the recammended CPMAS approach, and (3) recommendations
for autamated technical control related research and development programs.

Technical discussions, approaches, alternatives, and recommendations for
wideband digital CPMAS are presented in this report. In order to clearly pre-
sent these results, this report is organized as follows:

a. Section 1 - Introduction
b. Section 2 - Study Summary
Cc. Section 3 - Presents the Digital Transmission System Model that was used

T R L

as a framework for CPMAS analyses.
d. Section 4 - Discusses the DCS digital transmission system requirements
and the resultant CPMAS requirements.

-l




r.. ' . . 5 e S o ™= = amsid : p - : " R T R T

e. Section 5 - Describes and evaluates design altermatives for the
wideband digital CPMAS.

_ f. Section 6 - Describes technical control man-machine interface

1 results including nodal control displays

g. Section 7 - Presents the recommended wideband digital CPMAS
approach which is based upon the analysis and conclusions of this
study.

h. Section 8 - Describes the recommendations that can be incor-
porated directly into the ATEC Performance Specification.

i. Section 9 - Describes the wideband digital CPMAS feasibility/
demonstration plan for the CPMAS Option Phase.

j. Section 10 - Summarizes the recommended research and development
programs for Automated Technical Control.

k. BApperdices A through G - Detailed analyses and/or reference data
used in this study.
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SECTION 2
STUDY SUMMARY

This section summarizes the results of the CPMAS Study Phase.
Background for the CPMAS program is briefly reviewed in Section 2.1.
Sections 2.2 through 2.8 summarize the major topics of the CPMAS Study.
These major topics include:

(1) DCS Digital Transmission System

(2) CPMAS Requirements

(3) CPMAS Alternatives and Their Evaluation

(4) Technical Control Man-Machine Interface for CPMAS

(5) Recammended CPMAS Approach

(6) CPMAS Feasibility Demonstration Plan for the CPMAS Option Phase
(7) Recommended ATEC Research and Development Areas.

2.1 Background

Evolution of the Department of Defense (DOD) Cammumnications from
analog systems through a hybrid (analog/digital) configuration to an all-
digital posture is a transitional process which is expected to span the
next two decades. Planning and development of effective technical control
capabilities to efficiently manage cammmications resources is underway
at this time. The constantly changing Defense Communications System (DCS)
configuration, particularly the replacement of, or additions to the current
Frequency Division Multiplex (FOM) network by digital systems, demand that
R&D be acconplished to develop the technology to provide a responsive,
autamated, digital tech control capability.

The analog Defense Communications System (DCS) is evolving toward a
hybrid analog/digital system. Subscribers are presently using their
access circuits to transmit digital data, in quasi analog form, at data
rates as high as 9600 bps. System upgrades have been approved, e.g.,
Frankfurt-Koenigstuhl-Vaihingen (FKV) and Digital European Backbone (DEB)
segments of the Defense Cammnications System in Europe, that will replace
the FDM equipments with Pulse Code Modulation (PCM) and Time Division
Multiplex (TDM) equipments and introduce new microwave radio (MW) equipment,

such as is planned under the Digital Radio and Multiplexer acquisiton (DRAMA
3
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at selected terminals. Those upgrades will result in digital, as well

as analog, signals in the technical control area. Therefore, to be
responsive to the monitoring and performance assessment requirements of
this iiminent hybrid DCS, including its all-digital segments, the Automated
Performance Monitoring and Assessment for DCS Digital Systems (CPMAS) Study
was undertaken by GIE Sylvania under contract to Rome Air Development
Center, Griffiss Air Force Base, New York.

2.2 DCS Digital Transmission System

The digital transmission equipment which makes up the digital portions
of the DCS includes the DRAMA radio and multiplex equipment, Digital
Applique Unit (DAU)/FM radio equipment, Frankfurt-Koenigstuhl-Vaihingen (FKV)
radio and multiplex equipment, satellite terminal interface equipment,
encryption equipment and the group data modem.

A digital transmission system model was designed to provide a framework
for CPMAS analyses and designs. The digital transmission system model is
based upon the planned DCS digital transmission system for Europe,
government documents describing DCS digital transmission plans (e.g., DCEC
TR 12-76, DCEC TR 3-74) and the Autamated Technical Control System
Description. The model provides a digital transmission system which
includes a nodal control area, a large nodal station, terminal and repeater
stations, a satellite terminal interface and several radio system alterna-
tives. The model is sized to ensure that CPMAS designs can meet all
requirements placed upon them when they are applied to any portion of the
DCS Digital Transmission System. The model includes multi-link routes and
various terminations (e.g., 4 kHz (PM derived), asychronous digital
channels, digital groups, and 16 kb/s digital subchannels).

The digital transmission system model shown in Figure 2-1 is a nodal
area model which includes the different network characteristics and station
types encountered in the planned DCS digital transmission system. Figure
2-2 is a diagram of the multi-link subnetwork which is used to make up the
Nodal Area/network model. Shown specifically is the DRAMA configuration.
The CPMAS study considered the DRAMA, DAU/FM, and FKV radio configurations.
Four of these subnetworks are included in the nodal area model of Figure 2-1,
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to provide a model which will ensure that CPMAS deisgns meet the requirements
placed upon them when applied to the DCS digital transmission system.

In the nodal area model of Figure 2-1, a nodal area of responsibility is
defined by a dashed line. This particular nodal area, which is the responsi-
bility of nodal control, has sixteen stations. The quantity of each station
type in the nodal area is given in Table 2-1.

The digital transmission system model includes three different types of
radio systems, namely the DRAMA-type digital radio, the FM radio with Digital
Applique Unit and the FKV radio. The multiplex and encryption equipments are
the same for both the DRAMA and FM/DAU radio systems since each radio can
accept the same mission bit stream bit rate. These radio systems can trans-
mit/receive two 12.9-megabit-per-second bit (Mb/s) streams.

The FKV system uses the T1/4000 second level Multiplexer, CY/104 first
level (PCM) Multiplexers, and T1WBl Digital Multiplexers. The FKV radio
baseband signal is limited to 12.6 Mb/s and cannot directly replace all
radios in the transmission system model. Camparative analyses (Section 7)
for the FKV radio systems perfommed in the study adjusted radio and multiplex
quantities to achieve a fair camparison of the FKV, DRAMA and FM/DAU radio
systems.

The nodal area model contains 15 links and 4 interface links which
teminate at another nodal area. The resulting number of radios within the
nodal area model is 34. Sensitivity analyses were performed for nodal area
radio quantities up to 128 radios. The ATEC System Description specifies
a maximum of 64 links for a nodal area which implies a maximum of 128 radios.

The satellite terminal interface is a planned cable interface to the
satellite terminal station. The satellite terminal interface multiplexers
include the DRAMA first level multiplexer and the AN/GSC-24 second level
multiplexer. A microwave radio link interface to the satellite temminal is
also possible and would be identical to the terrestrial radio links already
included in the transmission system model.

Many of the CPMAS design characteristics were evaluated using the
digital transmission system model summarized here, however, it is essential
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Quantity of Stations in
_Station Type Nodal Area Model

Nodal Station 1
[ Terminal Stations 7
i Repeater Stations 5
' Branching Repeater Stations 3

Total 16 i

' 3057-77€

i TABLE 2-1. NODAL AREA MODEL STATION QUANTITIES i

PARAMETER RANGE

QUANTITY OF STATIONS
IN NODAL AREA 3TO 16 3

QUANTITY OF RADIOS ‘
IN NODAL AREA 3TO 128

3 QUANTITY OF RADIOS
AT ASTATION 1-16

PERCENT OF GROUPS
TERMINATED WITH MUX 0- 100%

TYPE OF RADIO DRAMA/DAU/FM/FKV

TABLE 2-2. MODEL SENSITIVITY PARAMETER SUMMARY
8
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to evaluate certain CPMAS characteristics at extreme transmission system
parameter values. Table 2-2 summarizes model sensitivity parameters and

ranges which were used in the CPMAS study.
2.3 CPMAS Requirements

DCS requirements provide the means to assess various CPMAS configurations,
place requirements upon the CPMAS functions, and arrive at an optimal CPMAS
system.

DCS availability and perfomance requirements are presented and
discussed in Section 4.1. Presented are the preliminary performance
objectives for the DCS (per DCEC TR 3-74) and the updated performance
objectives (per DCEC TR 12-76). A discussion of the digroup and data/VF
channel availability requirements relates the digital transmission equip-
ment to the DCS availability requirements.

In Section 4.2, the effects of employing various degrees of CPMAS
upon the digroup and data/VF channel availability was analyzed. It was
found that the availability of a digroup exceeds the DCS requirements for
all CPMAS configurations.

However, even when performance assessment and autamated fault detection/
isolation are employed, the data VF cahnnel availability does not meet the
DCS requirements. When a method of increasing the radio MIBF (of which trend
analysis is one means) is added, the availability then meets or exceeds the
DCS requirements. The above analysis assumes transmission equipment that
meets DRAMA specifications. The effect of monitoring less than the DRAMA
specified alarms is discussed and its effect upon data/VF channel availability

presented.

Tables 2-3 and 2-4 present the results of the availability analysis
fram which the above conclusions were based. As shown in the tables, the
unavailability is presented as a percentage of the DCS requirement. Thus,
while availabilities greater than 100% do not meet the requirements of the
DCS. Natupally, the smaller the unavailability, the better the performance

of the CPMAS configuration.
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Fram Table 2-3 it is shown that for all CPMAS configurations, the di-
group availability exceeds the DCS requirements. In addition, the CPMAS ocon-
figurations investigated resulted in up to a 35% (91%-56%) of specification
reduction in the digroup unavailability.

Table 2-4 shows the data/NVF channel unavailability as shown in this
table using autamated fault detection/isolation and performance assessment
will not result in the channel unavailability meeting the DCS requirements.
Including a trend analysis technique capable of predicting 20% of radio
failures would then result in exceeding the DCS requirements. Thus, it can
be concluded that trend analysis is one method of meeting the DCS requirements.
Other methods would be improved maintenance procedures or improved equip-
ment reliability. The assumptions and methodology used to calculate the di-
group and data/VF channel unavailabilities are discussed in detail in Appendix B.

The availability analysis was used to arrive at recammendations for the
CPMAS functions. Recamendations for performance assessment, fault
detection/isolation, trend analysis, and corrective actions were made.

These reconmendations will enable the DCS to meet or exceed the updated
performance and availability requirements. Some of these recammendations can
be incorpordated directly into the ATEC specification, while others contain
an element of risk and should be tested during the option phase of this
contract.

2.4 CPMAS Alternatives

During the conduct of the CPMAS Study contract, a series of alternatives
were defined and evaluated with recammended implementation approaches

selected. This section sumarizes the four major functions that were 1
analyzed, namely: ]

(1) Performance Assessment .
(2) Trend Analysis i
(3) Fault Detection and Isolation and
(4) Telemetry

5
.
2.4.1 Performance Assessment Alternatives %i

An equipment failure analysis was performed in order to assess the :

usefulness of measuring a particular parameter and to evaluate performance

assessment and trend analysis techniques. This analysis consisted of two
12




investigations: a fault cause/effect investigation and a failure rate
investigation. The fault cause/effect investigation purpose was to
determine which faults occur in the multiplexer, radio, and the propagation
media; what symptams these faults would have; and what performance

related parameters would be affected. The purpose of the failure rate
investigation was to provide a quantitative estimate of the failure rates
of the various modules of the DRAMA radio. These failure rates can then
be used to assess the benefits of measuring digital transmission system
parameters.

Techniques for performance assessment are discussed, as is the method
by which a recamended performance assessment approach was selected. Table
2-5 summarizes the selection process of the digital radio performance
assessment technique. Each technique was rated fram zero to ten (with ten
the best) for its ability to satisfy each of the selection criteria. These
ratings were used to evaluate a figure of merit for each technique. It was
found that channel estimation is the best single performance assessment
technique. Also, channel estimation plus DRAMA BITE is the best cambined
approach and is more cost effective than channel estimation alone. For
partial response systems, it is recommended that format violation be
used in addition to channel estimation and DRAMA BITE.

Format violations and DRAMA BITE contain virtually no risk and, thus,
no further testing of these techniques is required. The channel estimation
technique contains sufficient risk to make it desirable to perform on-site
testing during the option phase of the contract.

2.4.2 Trend Analysis Alternatives

The results of an analysis showing the effect of trend analysis upon
equipment availability is discussed. It is shown that failure prediction
can greatly increase the equipment mean time between failures. Parameters
to be used for trending and the parameter selection process are discussed.
Table 2-6 sumarizes the results of the trend analysis parameter selection
process. The parameters recammended for trending are transmitted signal
power, signal-to-distortion ratio, and signal-to-noise ratio.

13
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